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(57) ABSTRACT

A streaming connection management method and system are
provided. In the streaming connection management method,
a streaming source establishes a plurality of connecting
requests through a first relay server, and the first relay server
provides first streaming data. A number of connections estab-
lished with the first relay server is determined. When the
number of the connections established with the first relay
server is greater than or equal to a first relay threshold of the
first relay server, a data balance method is executed to obtain
a second relay threshold. The first relay server is adjusted to
provide a second streaming data, in which a pixel value of the
first streaming data is greater than a pixel value of the second
streaming data.
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STREAMING CONNECTION MANAGEMENT
METHOD AND STREAMING DATA
CONNECTION SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims the priority benefit of Taiwan
application serial no. 101143489, filed on Nov. 21,2012. The
entirety of the above-mentioned patent application is hereby
incorporated by reference herein and made a part of this
specification.

TECHNICAL FIELD

The disclosure relates to a streaming connection manage-
ment and a streaming data connection system capable of
effectively using streaming relay servers.

BACKGROUND
Related Art

Current monitoring systems mainly include closed circuit
televisions (CCTVs) and Internet protocol cameras (IP-
CAMs), and the IPCAMs gradually become a mainstream of
the whole surveillance industry. The IPCAM mainly applies
two international standards of open network video interface
forum (ONVIF) and physical security interoperability alli-
ance (PSIA). The IPCAM can provide a media streaming
service to a plurality of user equipments (UEs) through a
network, and the UEs can be a content management system
(CMS), a storage server or a general personal computer (PC).

The number and quality of the UEs that can be connected to
the IPCAM are determined by internal hardware performance
of the IPCAM, though when the number of the connected
UEs is greater than an acceptable threshold range of the
IPCAM, a problem is probably occurred, for example, unable
to connect, packet loss, video play discontinuously, discon-
nect or system failure, etc. According to two main solutions,
one is to restart the IPCAM, however, after the IPCAM is
restarted, connections of most of the UEs still have a limita-
tion of first system login first service access, so that the
problem still cannot be resolved. Another solution is to use a
higher order IPCAM hardware, though excess of the number
of the UEs cannot be truly resolved, which only delays a
timing of problem occurrence.

SUMMARY

The disclosure provides a streaming connection manage-
ment method, in one embodiment, the streaming connection
management method includes following steps. A streaming
source establishes a plurality of connecting requests through
a first relay server, and the first relay server provides first
streaming data. A number of connections established with the
first relay server is determined. When the number of the
connections established with the first relay server is greater
than or equal to a first relay threshold of the first relay server,
a data balance method is executed to obtain a second relay
threshold. The first relay server is adjusted to provide second
streaming data, and a pixel value of the first streaming data is
greater than a pixel value of the second streaming data.

The disclosure provides a streaming data connection sys-
tem including a streaming source and a first relay server. In
the streaming data connection system, the streaming source
establishes a plurality of connecting requests through the first
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2

relay server, and the first relay server provides first streaming
data. When the streaming source receives at least another
connecting request or a plurality of connecting requests, con-
nections with the first relay server are established according
to the connecting requests. When a number of the connections
established with the first relay server is greater than or equal
to a firstrelay threshold of the first relay server, a data balance
method is executed to obtain a second relay threshold. The
first relay server is adjusted to provide second streaming data,
and a pixel value of the first streaming data is greater than a
pixel value of the second streaming data.

In order to make the aforementioned and other features and
advantages of the disclosure comprehensible, several exem-
plary embodiments accompanied with figures are described
in detail below.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings are included to provide a
further understanding of the disclosure, and are incorporated
in and constitute a part of this specification. The drawings
illustrate embodiments of the disclosure and, together with
the description, serve to explain the principles of the disclo-
sure.

FIG. 1 is a block schematic diagram of a data connection
system according to an embodiment of the disclosure.

FIG. 2 is a flowchart illustrating a streaming connection
management method according to an embodiment of the dis-
closure.

FIG. 3 is a flowchart illustrating an automatic connecting
method according to an embodiment of the disclosure.

FIG. 4 is a schematic diagram of a service mapping table
according to an embodiment of the disclosure.

FIG. 5 is a schematic diagram of a service registry table
according to an embodiment of the disclosure.

FIGS. 6 A-6B are schematic diagrams of a streaming con-
nection management method and system established under a
structure of an open network video interface forum (ONVIF)
used in an Internet protocol camera (IPCAM) according to an
embodiment of the disclosure.

DETAILED DESCRIPTION OF DISCLOSED
EMBODIMENTS

One of some embodiments of the disclosure provides a
streaming connection management method and a streaming
data connection system. In the method, according to a number
of connecting requests of user equipments (UEs), a streaming
source is effectively used to establish connections with a relay
server, by which adequate streaming data is provided to the
UEs without influencing a connection quality.

In the embodiment of the disclosure, by using the stream-
ing source to establish connections with the relay server, the
number of acceptable connecting requests ofthe UEs is effec-
tively increased, and streaming data is output to each of the
UEs. Based on connecting requests and a streaming data
balance method, streaming data with a low pixel value is
output, so as to decrease necessity of additionally establishing
a connection with another relay server.

An embodiment is provided below for descriptions, though
the disclosure is not limited thereto.

FIG. 1 is a block schematic diagram of a data connection
system according to an embodiment of the disclosure. Refer-
ring to FIG. 1, the data connection system 100 includes user
equipment 110, a streaming source 120 and relay servers 140.
The UEs 110 transmits connecting requests to the streaming
source 120 through, for example, the Internet. If the number
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of current connecting requests of the streaming source 120
does not exceed a maximum load thereof or a maximum
number of connections whereto the streaming source 120
provides services, the streaming source 120 receives the con-
necting requests of the UEs 110, and directly transmits back
streaming data packets required by the UEs 110. The stream-
ing source 120 may provide a streaming data format required
by the UEs 110. For example, one of MPEG-4, H.264 and
M-JPEG, etc., though the disclosure is not limited thereto.

However, when the streaming source 120 determines that
the number of the current connections exceeds the maximum
number (for example, a threshold as designed) of connections
whereto the streaming source 120 provides services, the
streaming source 120 dispatches the connecting requests of
the UEs 110 to a relay server 140_1 in the relay servers 140
through an automatic connecting method, so as to provide the
streaming data to the UEs 110. If the number of connections
of'the relay server 140_1 also exceeds a maximum number of
connections whereto the relay server 140_1 provides ser-
vices, the relay server 140_1 may execute a data balance
method to adjust the maximum number of connections
whereto the relay server 140_1 provides services. One of
embodiments for the relay server 140_1 to increase the num-
ber of connections the relay server 140_1 may provide ser-
vices is to decrease a pixel value or a frame data amount of the
streaming data to be output to the UEs 110, and the threshold
may be used as a base.

For example, the maximum number of connections of the
relay server 140_1 is 300, once the current number of the
connecting requests of the UEs 110 exceeds the maximum
number of connections, the streaming data is adjusted from a
high resolution to a low resolution to increase the maximum
number of connections from 300 to 350. In this way, the
number of additional connections 50 of the relay server 140_1
may serve as a buffer connection number of the connecting
requests of the UEs 110.

In one of some embodiments, the aforementioned data
balance method may be implemented according to a follow-
ing equation:

(Relay gegmartRe1AY 4qisionreq)* (30-RelY pegycerrame)

Where, Relay g, 14, 15 @ maximum number of the connect-
ing requests capable of being handled by the relay server.
Relay 4 z0i0mzeq 15 @ Number of connecting requests addition-
ally increased by the relay server. Relayy, ..o rrame 15 @ DUM-
ber of frames reduced by the relay server. In the present
embodiment, general streaming data may have a better dis-
play effect in 30 frames per second (fps), and has a basic
display effect in 15 fps. If Relayz, ;,comame15, it represents
that the relay server cannot handle the connecting request of
the UEs 110 under a basic frame number, and it is required to
establish a connection with another relay server, so as to
handle the connecting requests of the UEs 110.

Referring to FIG. 1, if the number of the connecting
requests is still greater than the threshold of the connecting
requests that can be accepted by the relay server 140_1, the
connecting requests of the UEs 110 are dispatched, and a
connection with another relay server 140_N is established to
respectively output the streaming data to the UEs 110. For
example, it is assumed that the maximum number of connec-
tions of the relay server 140_1 is 300. When the current
number of the connecting requests of the UEs 110 is greater
than the maximum number of connections of the relay server
140_1 if the relay server 140_1 accepts a sequential connect-
ing request or more requests simultaneously, and the maxi-
mum number of connections of the relay server 140_1 will be
adjusted and be changed to 350 after the data balance method
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is performed. If the number of connecting request of the UEs
110 is continually increased, for example, one connecting
request is added, which exceeds the increased maximum
number of connections of the relay server 140_1, the stream-
ing source 120 establishes a connection with the relay server
140_N and dispatches the increased number of connections
50 to the relay server 140_N. The maximum number of con-
nections of the relay server 140_1 is recovered to 300. Now,
the streaming data transmitted to the UEs 110 by the relay
servers 140_1 and 140_N is recovered from the low resolu-
tion streaming data to the original high resolution streaming
data. In the present embodiment, only the relay servers 140_1
and 140_N are taken as an example for descriptions, though
the disclosure is not limited thereto.

FIG. 2 is a flowchart illustrating a streaming connection
management method according to an embodiment of the dis-
closure. FIG. 2 may be described with reference of related
descriptions of FIG. 1. Referring to FIG. 2, after a streaming
source receiving the connecting requests from UEs, the
streaming source determines whether a number of the con-
necting requests is greater than a streaming threshold (step
S100). The streaming threshold is a threshold determined by
the streaming source, for example, the streaming threshold
may be a number that the streaming source provides the
streaming data of the UEs which have requested for service.
If the number of the connecting requests of the UEs is smaller
than the streaming threshold, the streaming source handles
the connecting requests and transmits streaming data to the
UEs. If the number of the connecting requests of the UEs is
greater than the streaming threshold, the streaming source
further determines whether the number of the connecting
requests of the UEs is greater than a first relay threshold of the
relay server (step S110). The first relay threshold is, for
example, the maximum number of connections of the relay
server or other predetermined number of connections as
desired. If the number of the connecting requests of the UEs
is greater than the first relay threshold, the streaming source
directly performs the data balance method (step S140). If the
number of the connecting requests of the UEs is smaller than
the first relay threshold, the streaming source executes the
automatic connecting method to establish a connection with a
relay server (step S120). When the streaming resource estab-
lishes the connection with the relay server, it transmits
streaming data required by the UEs and the data related to the
UEs to the relay server, and the relay server outputs the same
to the UE.

When the streaming source further receives the connecting
request from the UEs, for example, one connecting request is
added, the streaming resource again determines whether the
number of the connecting requests is greater than the first
relay threshold (step S130). If the number of the connecting
requests added by one is smaller than the first relay threshold,
the relay server directly transmits the streaming data to the
UEs. Ifthe number of the connecting requests added by one is
greater than the first relay threshold, the relay server executes
the data balance method to obtain a second relay threshold
and streaming data with a lower pixel value. In an embodi-
ment, the number of acceptable connecting requests of the
second relay threshold is greater than the number of accept-
able connecting requests of the first relay threshold. Since the
relay server adjusts a resolution of the streaming data trans-
mitted to the connected UEs, for example, from a high reso-
Iution to a low resolution, the second relay threshold may be
obtained through the adjustment, i.e. the relay server can
increase the number of connections to serve as a buffer con-
nection number of the increased connecting requests of the
UEs. In one embodiment, the data balance method of the
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embodiment may be the same to the data balance method of
FIG. 1, so that details thereof are not repeated.

Finally, the streaming source determines whether the num-
ber of the connecting requests of the UEs is greater than the
second relay threshold (step S150). If the number of the
connecting requests of the UEs is smaller than the second
relay threshold, the stream source transmits the streaming
data with lower pixel value to the UEs through the relay
server. If the number of the connecting requests of the UEs is
still greater than the second relay threshold, the streaming
source again executes the automatic connecting method to
establish a connection with another relay server (step S160),
s0 as to transmit the streaming data to the UEs through the
other relay server. Now, the streaming data transmitted to the
UESs 110 by the relay servers 140_1 and 140_N is recovered
from the low resolution streaming data to the original high
resolution streaming data.

FIG. 3 is a flowchart schematically illustrating an auto-
matic connecting method according to an embodiment of the
disclosure. The streaming source performs an identity confir-
mation process with a relay server to be connected (step
S300). The identity confirmation process is an initialization
process or an event triggered by a request from UE. The
streaming source first notifies all of the relay servers a type or
a range of the relay servers required by the streaming source
by multicast to probe any suitable relay servers, and selects
the most suitable relay server from the relay servers which
reply the probe match information by unicast. The streaming
source then receives related information of the type and the
range of the selected relay server. After receiving the related
information of the selected relay server, the stream source
decides whether more related information of the relay server
are required, for example, these related information includes
an Internet protocol (IP) address, a name, a uniform resource
locator (URL) or a function, etc., though the disclosure is not
limited thereto.

After the streaming source performs the identity confirma-
tion process with the relay server to be connected, the stream-
ing source adds and stores the related data of the relay servers
to be connected in a service mapping table (step S310). Simi-
larly, the relay server also adds and stores related information
of'the streaming source such as the IP address, name, URL or
function in a service registry table (step S320). The streaming
source starts to send streaming data packets to the relay server
and send the connecting requests transmitted by a plurality of
UEs and IPs of the UEs to the relay server to be connected.
Finally, the relay server transmits the streaming data packets
to the UEs according to the received connecting requests and
the IPs of the UEs.

FIG. 4 is a schematic diagram of a service mapping table
according to an embodiment of the disclosure. The streaming
source adds and stores the related data of the relay servers to
be connected in the service mapping table. The service map-
ping table, for example, includes information such as server
addresses, types of encoders (MPEG-4, H.264 and M-JPEG,
etc.), start time, periods (number of days, number of hours, or
number of seconds), maximum number of connecting
requests, number of connections, number of added connec-
tions, and number of reduced frame transmissions, etc. of the
relay servers.

FIG. 5 is a schematic diagram of a service registry table
according to an embodiment of the disclosure. The service
registry table is stored in the relay server. The service registry
table includes information of the UEs, IP address of the
streaming source, number of the reduced frames, URL or
functions, etc.
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FIGS. 6A-6B are schematic diagrams of the streaming
connection management method and system established
under a structure of an open network video interface forum
(ONVIF) used in an Internet protocol camera (IPCAM)
according to an embodiment of the disclosure.

Referring to FIG. 6A, the ONVIF is a network video moni-
toring system standard, in a standard network video monitor-
ing system device defined according to an ONVIF 2.1.1
specification, the ONVIF may include a network video trans-
mitter (NVT), a network video storage (NVS), a network
video analyzer (NVA) or a network video display (NVD), etc.
The streaming connection management method can also be
applied to a closed circuit television (CCTV) structure.

The IPCAM complied with the ONVIF standard may at
least include a streaming dispatch manager, which is used for
managing requests and dispatch of the connections. The relay
server can transmit the streaming data to the NVD, the NVS
or the NVA complied with the ONVIF standard.

Referring to FIG. 6B, which is described with reference of
the structure of FIG. 6A. One of the UEs 610, 612 or 614
transmits a connecting request to a video streaming source
620 through an NVC interface 611 and an NV T interface 621.
After the video streaming source 620 receives the connecting
request, the video streaming source 620 first determines
whether the number of the connecting requests is greater than
a streaming threshold, and if the number of the connecting
requests currently handled by the video streaming source 620
is smaller than a predetermined value, for example, the
streaming threshold, the video streaming source 620 handles
the connecting requests and transmits the streaming data to
the UEs that send the connecting requests.

If the number of the connecting requests currently handled
by the video streaming source 620 is greater than the stream-
ing threshold, i.e. greater than the number of streaming con-
nections that can be handled by the video streaming source
620, the video streaming source 620 further determines
whether the number of the connecting requests is greater than
a first relay threshold of a relay server 640.

Ifthe number of the connecting requests is smaller than the
first relay threshold, the video streaming resource 620
executes an automatic connecting method 632 of a relay
server to establish a connection with the relay server 640.
When the video streaming source 620 establishes the connec-
tion with the relay server 640, it transmits the streaming data
required by the UE and related data of the UE to the relay
server 640. The streaming data is further transformed into a
format complied with a UE requirement through video
transcoding 634, and is transmitted to the relay server 640.
Therelay server 640 outputs the same to the UE (for example,
one of'the UEs 610, 612 or 614) through the NVC interface.
If the number of the connecting requests of the UEs is greater
than the first relay threshold, the video streaming source 620
performs the data balance method, i.e. a connecting request
and quality balance method 642 shown in FIG. 6B.

When the video streaming source 620 further receives a
connecting request transmitted from a UE, for example, one
connecting request is added, the video streaming source 620
again determines whether the number of the connecting
requests established with the relay server 640 is greater than
the first relay threshold, so as to determine whether to use the
databalance method. Ifthe number of the connecting requests
of'the UEs added by one is smaller than the first relay thresh-
old, the relay server 640 directly transmits the streaming data
to the UEs. If the number of the connecting requests of the
UESs added by one is greater than the first relay threshold, the
relay server 640 executes the data balance method, i.e. the
connecting request and quality balance method 642 to obtain
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a second relay threshold and streaming data with a lower pixel
value. In an embodiment, the number of the acceptable con-
necting requests of the second relay threshold is greater than
the number of the acceptable connecting requests of the first
relay threshold. The data balance method of the present
embodiment can be the same to the data balance method of
FIG. 1, which is not repeated.

Finally, the video streaming source 620 determines
whether the number of the connecting requests of the UEs is
greater than the second relay threshold of the relay server 640.
Ifthe number of the connecting requests of the UEs is smaller
than the second relay threshold, the video stream source 620
transmits the streaming data with lower pixel value to the UEs
through the relay server 640. If the number of the connecting
requests of the UEs is still greater than the second relay
threshold, the video streaming source 620 again executes the
automatic connecting method to establish a connection with
another relay server 650, so as to transmit the streaming data
to the UEs through the other relay server.

In summary, it is determined whether the streaming source
requires establishing a connection with the relay server
according to the number of the connecting requests of the
UEs. If the number of the connecting requests of the UEs
executes the threshold of the streaming source, it is further
determined whether the number of the connecting requests of
the UEs exceeds the threshold of the relay server. If the
number of the connecting requests of the UEs exceeds the
threshold of the relay server, the connection with one of the
relay servers is established. If the number of the connecting
requests added by one also exceeds the threshold of the relay
server, the output quality of the streaming data is decreased to
increase the threshold of the acceptable connecting requests
of the relay server. If the number of the connecting requests
still exceeds the threshold, connection with another relay
server is further established. In this way, a most efficient
manner can be used to handle the connecting requests of the
UESs and transmit the streaming data, so as to decrease neces-
sity of additionally establishing a connection with another
relay server.

It will be apparent to those skilled in the art that various
modifications and variations can be made to the structure of
the disclosure without departing from the scope or spirit of the
disclosure. In view of the foregoing, it is intended that the
disclosure cover modifications and variations of this disclo-
sure provided they fall within the scope of the following
claims and their equivalents.

What is claimed is:

1. A streaming data connection system comprising:

one or more User Equipment (UE) for receiving streaming
data through a network;

one or more streaming sources comprising a processor
configured to perform the function of streaming source
generating;

a first relay server, wherein the one or more streaming
sources receives at least one connection request from the
one or more UEs and establishes a plurality of connect-
ing requests through the first relay server, and the first
relay server provides first streaming data to the UEs,
wherein when a number of the connections established
with the first relay server is greater than or equal to a first
relay threshold of the first relay server, a data balance is
executed to obtain a second relay threshold,

wherein the first relay server is adjusted to provide second
streaming data to the UEs, and a pixel value of the first
streaming data is greater than a pixel value of the second
streaming data, wherein before the one or more stream-
ing sources establishes the connecting requests through
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the first relay server, it is further determined whether to
execute an automatic connection according to the num-
ber of the connecting requests received by the one or
more streaming sources exceeding a streaming thresh-
old maintained by the streaming sources, wherein when
it is determined to execute the automatic connection,
selecting the first relay server from a plurality of relay
servers wherein the connecting requests are dispatched
to the first relay server to establish connections with the
UEs; and

a second relay server, wherein when the number of the
connections established with the first relay server is
greater than or equal to the second relay threshold of the
first relay server, the streaming sources establishes other
subsequent connecting requests through the second
relay server, and the first relay server dispatches the
connections corresponding to a difference of the second
relay threshold and the first relay threshold to the second
relay server, and the first relay server is recovered to
provide the first streaming data to the UEs.

2. The streaming data connection system as claimed in
claim 1, wherein the one or more streaming sources receives
the connecting requests through an open network video inter-
face forum (ONVIF) interface.

3. The streaming data connection system as claimed in
claim 2, wherein the connecting request is transmitted by the
user equipment (UE) of a standard network video monitoring
system complied with ONVIF specification.

4. The streaming data connection system as claimed in
claim 3, wherein the user equipment (UE) comprises one of a
network video transmitter (NVT), a network video storage
(NVS), a network video analyzer (NVA) and a network video
display (NVD).

5. The streaming data connection system as claimed in
claim 2, wherein the one or more streaming sources is an
Internet protocol camera (IPCAM).

6. The streaming data system as claimed in claim 1,
wherein the automatic connection is performed by the one or
more streaming sources, and the one or more streaming
sources is further configured to perform operations of:

the one or more streaming sources performing an identify

data confirmation with the first relay server;

adding and storing information of the first relay server to a

service mapping table; and

adding and storing information of the one or more stream-

ing sources to a service registry table.

7. The streaming data connection system as claimed in
claim 1, wherein the data balance is performed by the one or
more streaming sources, and the one or more streaming
sources is further configured to perform operations of:

changing a frame rate of the first streaming data to output

the second streaming data; and

changing the first relay threshold into the second relay

threshold, wherein the second relay threshold is greater
than the first relay threshold.
8. The streaming data connection system as claimed in
claim 1, wherein the one or more streaming sources is a unit
complied with a closed circuit television (CCTV) system.
9. A streaming connection management method, compris-
ing:
receiving by a streaming source, at least one connection
request from one or more User Equipment (UE) through
a network;

determining whether to execute an automatic connecting
method according to the number of connecting requests
received by the streaming source exceeding a streaming
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threshold maintained by the streaming source, and
wherein when it is determined to execute the automatic
connecting method,

selecting a first relay server from a plurality of relay servers
wherein the connecting requests are dispatched to the
first relay server to establish connections with the one or
more UEs;

establishing a plurality of connecting requests by the
streaming source through the first relay server, and pro-
viding a first streaming data by the first relay server to

10

11. The streaming connection management method as
claimed in claim 10, wherein the connecting request is trans-
mitted by the user equipment (UE) of a standard network
video monitoring system complied with an ONVIF specifi-
cation.

12. The streaming connection management method as
claimed in claim 11, wherein the user equipment comprises
one of a network video transmitter (NVT), a network video
storage (NVS), a network video analyzer (NVA) and a net-

the UEs; and 10 work video display (NVD).
determining a number of connections established with the 13. The streaming connection management method as

first relay server, claimed in claim 10, wherein the streaming source is an
wherein when the number of the connections established Internet protocol camera (IPCAM).

with the first relay server is greater than or equal to a first s 14 The streaming connection management method as

relay tMeshold of the first .relay server, a data balance claimed in claim 9, wherein the automatic connecting method

method is executed to obtain a second relay threshold, e

- Ot . comprises:

wherein the first relay server is adjusted to provide sec- . . . .

ond streaming data to the UEs, wherein a pixel value of the streaming source performing an identify data confir-

the first streaming data is greater than a pixel value of the mation with the first relay server;

second streaming data, and 20 adding and storing information of the first relay server to a
wherein when the number of the connections established service mapping table; and

with the first relay server is greater than or equal to the adding and storing information of the streaming source to

second relay threshold of the first relay server, the . .

. . a service registry table.

streaming source establishes other subsequent connect- . .

ing requests through a second relay server, and the first ,; ~ 15- The streaming connection management method as

relay server dispatches the connections corresponding to cle}lmed in claim 9, wherein the data balance method com-

a difference of the second relay threshold and the first prises:

relay threshold to the second relay server, and the first changing a frame rate of the first streaming data to output

relay server is recovered to provide the first streaming the second streaming data; and

data to the Uls. 30  changing the first relay threshold into the second relay

10. The streaming connection management method as

threshold, wherein the second relay threshold is greater

claimed in claim 9, wherein the streaming source receives the han the first relav threshold
connecting requests through an open network video interface than the first relay threshold.
forum (ONVIF) interface. I T S



